National
Online
Safety’

&

PARENTAL GUIDE ON
POPULAR APPS VISITED
BY CHILDREN

NATIONAL ONLINE SAFETY APP ALSO
AVAILABLE TO DOWNLOAD

Download today via the relevant app store link below

#  Download on the

» Google Play & App Store


https://apps.apple.com/gb/app/national-online-safety/id1530342372
https://play.google.com/store/apps/details?id=uk.co.nationaleducationgroup.nos

ONLINE CONTENT

10 tips to keep your children safe online

The internet has transformed the ability to access content. Many apps that children use are dependent on user-generated content which
can encourage freedom of expression, imagination and creativity. However, due to the sheer volume uploaded every day, it can be difficult
for platforms to regulate and moderate everything, which means that disturbing or distressing images, videos or audio clips can slip
through the net. That’s why we've created this guide to provide parents and carers with some useful tips on keeping children safe online.

MONITOR VIEWING HABITS CHECK ONLINE CONTENT
Understand what’s being shared or

Whilst most apps have moderation tools, what seems to be’trending’at the CHECK AGE-RATINGS
inappropriate contﬁnt can still slip through

Make sure they are old enough to use
the app and meet the recommended
age-limit.
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CHANGE PRIVACY SETTINGS : w G
Get used to how appswork, = i :

Make accounts private and set what content is available and LET CHILDREN KNOW YOU RE THERE

content filters and parental
controls where possible.
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Ensure they know thatthere is supportand
adviceavailabletothemirthey need it
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ENCOURAGE CRITICAL THINKING Petibpdd o2 0

Talk about what people might post
online and why some posts could child sees distressingmaterial online;
cause distress. ten to theirconcerns;empathiseand
offerreassurance’
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At Natienal Onfine Safety, we believe in smpowering parents, carers and trusted odults with the information to hold an informed conversation about online safety with their children, should they
feel itis needed. This guide focuses on one app of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What Parents Need to Know about

SQUID GAM

With themes of horror and violence, it's important for parents and carers to understand the potential
risks posed for young audiences by the viral TV show, Squid Game. The nine-episode Netflix-exclusive
show Is rated 15+ and Is about a world where contestants who are deeply in debt play children’s games

order to win cash prizes. The losers, however, are violently killed. The show’s popularity has meant it
spread across online platforms, and there is a great risk of young people being exposed to unsuito
scenes, meaning parents and carers have to be vigilant when allowing children to use devices.
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Netflix has easil oeonulblo built-in Squid game has become a social media Due to the viral nature of the
ponntd that allow you to set up craze and it's possible your child will see ; thw even llxgu r child has not seen O

groﬂlo for your ehlld with a ific some content related to the show ‘ s important to keep an
them from watching various Thoretore, Its ant oyoonmdrbohc four. There have been
reports from schools of children rluylnq sSquid
Game” in the playground and acting =
og vely rds the losers as a to G

icate the consequences of losing In
. Viewing content that makes your chlld

feel unoomforwblo could also cause them to
feel distressed or distracted, so it's important
you can easily tpot the signs.

WATCH THE SHOW
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What Parents & Carers Need fo Know About ¢3

WHATSAPP

WhatsApp is the world’s most popular messaging service, with around two billion users exchanging texts, photos, videos and documents,
and making voice and video calls. The app offers end-to-end encryption, meaning messages can only be read by the sender and the
recipient(s). Not even WhatsApp can read them. Updates toits privacy policy in 2021 reportedly caused millions of users toleave the app.

Butthe new policy was widely misinterpreted: it only refated to WhatsApp's business features, notto personal messages.

‘Prize’ Scams
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Disappearing Messages
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Advice fo \Parents R Carers

Report Potential Scams N Explain about Blocking /)

Advise your child not to engage with any message that looks suspicious or too good
to be true. When your child receives amessage from an unknown number for the
first time, they will be given the optionto report that number as spam. They canalso
report a contact or a group as spam by tapping onthe cantact or group name to
open their profile and scrolling down to ‘report spany’.

Create a Safe Profile

Eventhough someone would needyour child’s phane number to add them as acantact,
asan extrt;;)recuuticln it's worth altering your young ane’s profile settings torestrict who
can see their photo and status. The options are ‘everyone’, ‘my contacts’ and ‘nabody.’

Choosing ane of the latter two ensures their profile is protected.

Use Location Features Sparingly 5

If your child needs to use ‘live location’ to show you or their friends where they are,
advise them to share their location anly for as long asthey need to.vmmsApfghm
“live location’ options of 15 minutes, one hour or eight hours. However, your child can
manually choose to stop sharing their positionat any time.

ct-Check Messages

Youcan now fact-check

.

4

If your child receives spom or offensive messages, calls or files from acantact, they
should block them. Communication from ablocked contact won't show up on their
device and stays undelivered. Blocking someane does not remove them from your
child's contact list - they would also need to be deleted from the device’s address
book. The option to blocksomeone is on their contactinfo screen.

Leave a Group

if your child is part of a group chat that makes them feel uncomfartable, or has
been added to a group that they no longer want to be part of, show them how
to use the group’s sett to leave. if someane exits a group, the admincan
addthem in once; if they leave a second time, itis permanent.

Delete Accidental Messages

nyourchildhospostedomessogehthewmgd\morsemomessogetmtdzr
immediately regret, thaywndeloteit Tap and hold on the me: ete’ and

then ‘delete for everyone. WhatsApp allows seven minutes to delete a message afterit’s
sent - butit’simportant to remember that recipients may have seen (andtakena

| screenshot of) a message before it was deleted.

-

that have been forwarded at least five times in WhatsApp, by double-tapping the magnifying glassican to the right of the message.From there, your
childcan launch aGoogle search and decide for themselves whether the message was accurate or not. It's agood way to encourage young people to question things they see online.

Meet Our Expert

ren Kaur is a social media expert and digital media consultantwho is
onate about improving digital literacy for parents and children. She has
ience in the social media arenaandis the founder ofKids N
ks a web resource that helps parents and children thrive in adigital world
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At Natienal Online Safety, we belleve in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel Itis needed. This gulde focuses on one app of many which we belleve trustad adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What{Parentsi&iCarersiNeedito;Know about

_ OINSP

snapchat is a photo- andyvideo-sharing app which also allows users to chat with friends via text or audio.
Users can share imagesland videos with specific friends; orithrough a ‘story’ (documenting the previous
24 hours) visible to their/entire friend list. Snapchat usage/rose during the pandemic, with many young
people utilising it tol connoct with their peers. The app continues to develop features to engage an even &
larger audience,and emulate current trends, rivalling platforms such as TikTok and Instagram.
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Meet Qur Expert

Dr Claire Sutheriand is an online safety consultant, educator and
ressarcher who has developed and implemented anti-bullying

and cyber safety policies for schools. She has written various
academic papers and carried out research for the Austrafian
government comparing internet use and sexting behaviour of

young people in the UK, USA and Australia.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed cotwonoﬂon about online safety with their children, should they
feel It is needed. This guide focuses on one app of many which we belleve trusted adults should be aware of. Please visit www. y.com for further guldes, hints and tips for adults.
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TikTok is a video-sharing social media app which lets people create, view and download looping 15-second clips.

Typically, these are videos of users lip-syncing and dancing to popular songs or soundbites (often for comic purposes),
enhanced with filters, effects and text. Designed with young people in mind, TikTok skyrocketed in popularity in 2019 and
has featured near the top of download charts ever since. It now has around a billion users worldwide.
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Meet Our Expert

Parven Kaur is a social media expert and digital media
consultant who is passionate about improving digital literacy for
parents and children. She has extensive experience in the social
media arena and Is the founder of Kids N Clicks: a web resource
that helps parents and children thrive in a digital world.
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At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel itis needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

Facebook is an online social media platform that has over 2 billion users across the globe. It was initially
for university students but soon expanded out and since 2006, anyone over the age of 13 is able to join
the platform. It is available on all devices from your desktop and laptop computer to smartphones and

tablets. Users can add photos and videos, update their status, interact with others and catch up with the
latest news. Despite requiring users to be over 13, there are no age verification measures and children

can easily create an account. It’s therefore important that parents familiarise themselves with the main
features of the platform to ensure their young ones remain safe if and when they use it.

What parents need to know about

\w‘

Add

o

Ifunder 18, supervision of a parent
orlegal guardian required.

(4 ADDICTIVENATURE

£ "G CYBERBULLYING

Facebook can be hugely addictive as it offers a p

high and a quick reward cycle which comes from the likes
and comments on shared posts. Communication is so instant
now that teenagers are always checking, and it can
sometimes feel like self-worth. This keeps children going
back, encouraging them to post things and also In:reases

A d a quarter of children have experienced online
abuse, according to Ofcoms 2019 ‘Online Nation’
report. Figures show that 23% have been cyberbullied,
39% subjected to abusive language and a fifth have
been trolled. On Facebook, teenagers can receive
communication in anumber of ways, from private

the Fear Of Missing Out (FOMO) that is c lace today.
On theflip side, because of the way teenagers interact these
days through Facebook and Facebook Messenger, they can
seem addicted even when they're not.

\

inN to publicc on
profiles, pages and posts to pages or groups set up just
to torment a victim. Exclusion from pages or groups to
cause the victim to feel left out has also been seen.

Regardless of age, anything that’s posted on
Facebook, or other social media platforms,
develops a personal brand and leaves a digital
footprint that is there forever. It can be

difficult to explain the consequences but many
universities (and employers) look at Facebook
before making a decision on accepting people. €
It is therefore wise to always think twice

before posting anything online you wouldn't

want people to hear or see offline.

() STRANGERS/FAKE PROFILES

[« OVERSHARING

(@ INAPPROPRIATE ADS

Generally, people are who they
say they are online. That said,
much like the real world,
Facebook isn't free of malicious
users and children have
received friend requests from
people they don’t know,
including individuals who may
look to take advantage of young

People you may know

and impressionable children.

\"" QJ\

Facebook encourages you to share
“what’s on your mind” but children
need to be aware of what they're
revealing about themselves online.
Facebook allows users to share their
location, create live videos and
much more. Some photos can be
traced using file data, too, so it’s
important to keep a tight group and
share only with people you know.

using the app.
N

While Facebook is getting
ever stricter on the content of
ads and who they are
targeted to, there is still the
chance that children could be
subject to ads during their
experience on the platform.
This could be innocuous but is
worth bearing in mind when

Hide ad

never see this ad again

(*JReport ad

Tell us about a problem

(i) Why this ad?

v More options

= LIVE STREAMING

(@ PRIVATEMESSAGING @~

Facebook Live provides users with the ability to stream video
live-time to their friends and followers or watch other people’s
broadcasts live. During the video, people can react and comment
and it’s difficult to moderate the content given everything
happens in real-time. This could mean your child is exposed to
inappropriate material or worse still, could be cajoled into doing
something online by others which they wouldn’t normally do.

o0 42 people watching

Facebook Messenger is closely linked to your
Facebook profile and provides the ability to share
private messages away from friends and family. It is
therefore important that parents ask their children
who they are communicating with and ensure that
the only people they are exchanging messages with
are people that they also know in real life.
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Q@ MAKE PROFILES PRIVATE

Within the settings of a Facebook
account, you can choose whether a
profileis public or private. Make sure
that your child’s setting is switched to
private. This way they will only be able
to interact with friends and people
they know within the platform.

On Facebook you're able to hide
people or groups and report
things that are harmful. Make [
sure you spend some time to

show your children how this

works and why it’s important to

do so before they start spending
serious time on the platform. =

Report this post
1 Help us understand what's happening.
How would you describe it?

gafety FPS FOI‘ Farentg

Show your children how and
why you use Facebook. This will
help to demonstrate that it can
be used safely when usedinan
appropriate manner and help
to reduce the risk of them
encountering harmful content.

x  Aswithanything, thereare

| potential risks and dangers on
Facebook but once you've talked
about the ideas of safety on the
platform, give children some
space. Trust them to make smart
choices but always be open to
talking about social media.

Mee{ our experf

Alex Wright is a former Facebook employee and social
media expert with over 15 years’ experience working
in digital media. He has worked wnﬁsome of the
biggest organisations in the world and has a wealth of
knowledge in understanding how social media
platforms work and how they engage their audience.

Yeh don't tell Oscar ok?

Lol OK

(+1° 0
€ SHARE DEVICES

Depending on the age of your children, it’s

worth considering letting them use

Facebook from a general family iPad or
laptop. This allows them to use it without
being constantly connected everywhere
they go and may give you more reassurance
around what they are doing on the app.

Once they’ve had some time to
use the platform, don’t be afraid
to check in and see if there's
anything on Facebook they’d
like to discuss. This isn’t always
easy but being open with your
children is the best way to deal
with any issues head on.

‘
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At National Online Safety we belleve In empowering parents, carers and trusted adults with the Information they need to hold an Informed conversation about online safety with their children, should they
feel It Is needed. This guide focuses on one platform of many which we belleve trusted adults should be aware of. Please visit www.natlonalonlinesafety.com for further guides, hints and tips for adults.

What parents need to know about

- INSTAGRAM

Q Instagram is a hugely popular social networking app with over 1 billion users worldwide. The app, which is

accessible on i0S and Android devices, allows users to upload images and videos to their feed, create interactive

‘stories, exchange private rnessa%lets or search, explore and follow other accounts they like. Images and videos can
be transfo: with an array of filters to edit the shot before sharing and anyone with an account can see others’
online’galleries’ if their account is not private. To make posts easier to find, users can include searchable hashtags

@ and captions to their uploads. That's why we've created this guide to help parents and carers understand exact
what Instagram is about.

HOOKED ON SCROLLING IMPACT ONWELLBEING EXPOSING LOCATION = *

Many soclal medla platforms, Instagram Induded, have been oIn a report by the RSPH, Instagram was ranked theO Public locatlons can be added to a user’s photos/videos
designed In a way to keep us engaged on them foras long as worst for young people’s mental health. Using filters on and also to thelr storles. While this may seem like a good
possible. Behavioural eoonoml!sé Ir Eyal, calls this the Hook ph on Instag can set | expectations Idea at the time, It can expose the location of your child.
Model’ and the Instagram Is a great example of this. and create feelings of Inadequacy. Children may strive WIH pamculavi more of a risk If It Is on thelr story, as It
Children and adults may find them: scrolling to try and for more 'likes’ by using realistically edited photos. Is real time. A photo which Includes landmarks In the area,
get a’dopamine release’ Sarolling may become addictive and Judging them s agalnst other users on the app thelr school uniform street name, house and even
It can be difficult to stop until children find that’something’ mlght th thelr confidence or self- th. In early tagging In the location of the photo uploaded to
they are looking for, quickly losing track of time as they get 0

19, Instagram banned Images of self-harm and Instagram can expose the child’s location, making It easy
Into thelr Instagram feed. suklée, following the sulclde of 14-year-old Mol

to locate them. If thelr account Is public, anyone can
Russell, who had reportedly been looking at sud

access thelr account and see thelr location.
M material on the platform. They since ext the ban
@ m to Include drawings, cartoons and memes. *
Direct messages (or DMs) on Instagram allow users to share RE LNE STREAM|NG C “ HUACKED HASHTAGS “
posts, Images, videos, volce messages and calls between C TO STRANGERS RE

ately private == Hashtags arean | part of how!| gram works, but
(mm;, setu()o;:r"h;;q,an 9'°“.,‘,”,'m e to theycan mmwhh?*s%ane person maYusea seeml'ngly
message them and send them content. If the person Is not Live streaming on Instagram allows users to connect with Innocent hamta? with one particular thing In mind, and
on your child's friends list, the message will still be sent to friends and s In real-time and comment on videos before you know It hundreds of people could be using the
thelr Inbox but the user has to accept thelr request to see same hashtag for something meram or dangerous
the message. followers can see thelr story. It’ that your child shouldn’t be exposed to.
they may have accepted a friend request

dor't know, which means they could be live streaming to

<. Children also risk shari content they later &

L& INFLUENCER CULTURE [  Which could be re-shared online or years 1o come. Putdic (] b

£l accounts allow anybody to view sowemeﬁymrdsld

Influencers are paid th ds of ds to &odsfolomdve&g:mkmfneady , data gathered Instag Tvm works similar to YouTube. Users can

a product, service, and much more on soclal by the NSPCC found sex offenders were grooming children watch videos accounts on the platform or
meda.vmmmwnmmmmmm on Instagram more than on any other e ™. create thelr own channel and post thelr own videos. Iit's
e tht they have been pald or - Commony. thsls il sttt Pl e e Wi o 1
s ve been ommon s

well-hidden In the hash &orhﬂn oahimst, % IN—AWPAYMENTS Q% follow an account and watch thelr videos. Iin 2018

mﬂki‘lz‘gc:\‘g;dgymn:s‘:‘a&\gmmp:oﬁemm be hmr“‘w‘m”‘ﬁ:g’mﬁ' m?gga“nmgs::ﬂ:';du;gemwmgscmém.k
(Mu-wedkmwm‘gmeﬁhgpmnmw q,l ‘IH""'M""'"M"“"E fer the age of 18, ﬂ!efea“xenwyencouragesgmdngmuetﬁneum'\gthe
Mﬂw careating a false sense of and Payments, mﬂ\ls with the = app, It's Important to set ime limits to avold children's sleep

potentially whmmmu e Ywm“ﬁmwﬁﬂm«mnm a J or education being disturbed.
.
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If your child recelves a message from somebody they do not Instagram now has an In-bullt activity dashboard that allows Instagram has an ‘antl-bullying’ filter, which hides comments
ow, encourage them not to accept thelr message request users to monitor and control how much time they spend on relating to a person’s aﬁgearame or character, as well as
and “block’ this person; this Is the only way to stop them ] theapp. Users can add a ‘dally reminder”to set a limit on how threats to a person’s wellbeing or health. The filter will also
messaging your child again. Children can also ‘tap and hold” much time they want to spend on Instagram, prompting alert Instagram to repeated problems so that they can take
the Individual message to report it dlrectl?r to Instagram as them to consider If its been too long. In addition, once users action against the user If ne(essa?‘ This Is an automatic filter,
well as reporting the account [tself. have caught up with all the previous posts since they last which should always be enabled. Children can also report
logged on, theyll recelve a‘You've completely caught up” abusive behaviour or Inappropriate/offensive materlal
message. Both features can help you have a conversation directly to Instagram from the app. This Includes posts,
LOOK OUT FOR #ADS with your child about how much time they are spending on comments and accounts.
the app and to set healthy time limits.
In 2019, the UK’s Competition and Markets Authority TURN OFF SHARING
launched an Investigation Into celebrities who were posti
adverts on soclal rgaedla and not dedaring that the'ywergg PROTECT pERSONAL lNFORMATION Even though this feature will not stop geo le from taking
paid for. Influencers must clearly state that they have been screenshots, it will stop others being able to directly share
pald for thelr posts, for example using a hashtag like #ad or Your child may unknowln?ly ﬂlve away personal photos and videos from a story as a message to another
#sponsored. Teach your child to look out for the signs of a Information on thelr profile or In thelr live streams. Talk to user. This feature can be turned off In the seftings. We also
pald post/advert and discuss with them that not everything them about what their personal Information Is and make recommend tuming off the feature which automatically
they see from celebrities Is thelr personal cholce and sure that they do not disclose anything, Including their shares photos and videos from a story to a Facebook
lon. location, to anyone during a livestream, comment, direct account.
message or any other tool for communication on the

platform, even to thelr friends.
MANAGE NEGATIVE INTE ONS REMOVE PAYMENT METHODS
If your child Is recelving unwanted or negative comments, USE A PR'VATE ACCOUNT If you are happy for your child to havea card assoclated
they can block that account so that they can't Interact with

with thelr Instagram a<cou2} we su EFes‘ adding a PIN
them. This stops them seeing and commenting on thelr By default, any Image or video your child uploads to which needs to be entered before making a payment; this

Instagram Is visible to anyone. A private account means that will also help prevent unauthorised purchases. This can be
B e s adetuon ot [l ouovets soproves st oomabodywan s oo R A et ks b
them o& completely and control who can tag and mention you and onlzfeople you approve will see your posts and .
them In comments, captions or storfes, from everyone, only videos. Children should also use a secure password and | DON'TFORGETTORBE VIGILANT & TALKTO
people they follow, or no one at all. eyt e ackoune. " /<r®!  Ji{ YOURCHILD ABOUT THEIR ONLINE ACTIVITIES! |

Meet our expert *NEW FOR 2020* INSTAGRAM REELS

?‘g‘h“"'mlh"u’(:m““;::emme’ls"p;'im“ 2  F Instagram Reels is the latest update from Instagram that onl i ne
d;omhmoung digital literacy for parents gives users the ability to record and edit 15-second multi-clip
and cl

National

n. She has extensive experlence of videos with audio, effects, and new creative toaols. It is the scfet =
working In the soclal media arena and Is the ) apps answer to TikTok and can be accessed via the Stories Y
founder of Kids N Clicks, a web resource feature. Reels can be shared with friends and family, #WakeUpWednesda
ping p and ¢ thrive ina digital however, if your child has a public account, it could be shared P )
world. widervia ‘Explore’ and viewed by millions of strangers online.
oy A .

www.nationalonlinesafety.com Twitter- @natonlinesafety Facebook - /NationalOnlineSafety Instagram - @nationalonlinesafety
Users of this guide do so at thelr own discretion. No llability Is entered Into. Current as of the date of release: 03.06.2020




At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

The Diana Award definition of bullying is“repeated negative behaviour that is intended to make
others feel upset, uncomfortable or unsafe.” Cyberbullying is bullying which takes place online. It can
involve anything from sending messages to posting offensive comments to uploading and sharing

4"4

private or embarrassing photos. It is classed as an indirect form of bullying when compared to verbal or
physical bullying, given it usually takes place through a digital device. However, for those experiencing

bullying behaviour, the consequences can be just as serious and have far reaching effects.

28 %1

>

3 KEY ASPECTS OF BULLYING BEHAVIOUR

There are three key aspects of bullying behaviour, namely that itis
repetitive, negative and i ional. These behavi apply both
offline and online. Cyberbullying can almost heighten these
behaviours, particularly with access to the internet available 24/7
and the different ways in which those displaying bullying behavi
online can target others. The fact that they can also easily hide their
identity online can make cyberbullying much more difficult to stop.

WHAT LEADS TO CYBERBULLYING

There is never any justification for cyberbullying and those who display bullying
behaviour need to be held to account for their actions. Nonetheless, it can useful to
try and understand some of the factors that may lead young people into bullying
behaviour. For example, family issues, personal difficulties and a lack of positive
reinforcement may push some young children into bullying others as a form of
coping mechanism. Sii
targets for provoking their behaviour in the first place or engage in bullying
behaviour as a call for attention if they lack social skills or understanding. Others may
view their position as dominant which makes themselves less vulnerable to being
bullied or they replicate behaviour they have experienced themselves in the past.

®
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TAKE AWHOLE
SCHOOL APPROACH

In taking a whole approach
towards cyberbullying, schools
can cultivate a culture that relies
on positivity and behaviour that is
emulated by ALL members of the
school community including staff,
support staff, senior leaders,
governors and parents and carers.

clear knowledge of what
having clear sanctions and

updating your knowledge of
safety procedures regarding
online and offline incidents.

UNDERSTAND THE
CAUSES OF BULLYING

As previously mentioned, sometimes those who are behind the bullying are in nee
support just as much as those who being targeted. In better understanding the cause
of the issue, schools can better position themselves to tackle the problem and also
adequately support both those displaying and experiencing the bullying behaviour.
Taking a proactive approach means that schools can gear themselves to tackle issues
specific to their school environment, rather than treating each case the same.

What schools need to know about

rly, those exhibiting bullying behaviour may blame their . .

Tips for School Staff

BUILD CONFIDENCE IN
DEALING WITH INCIDENTS
This can be achieved by having

constitutes bullying behaviour,

courses of action and continually

&

DIFFERENT DEVICES & CHANNELS

Cyberbullying can take place over any device connected to theinternet
which allows for two-way communication. This includes mobile phones,
tablets, computers and even games consoles as it becomes more and
more common for players to chat to other players whilst playing online.
From a snapshot of 1,400 students surveyed by the Diana Award in
2018, 33% of young people admitted to have experienced bullying on
social media, 11% via text message and 12% whilst online gaming.

SIGNS AND SYMPTOMS

Cyberbullying can affect anyone, at any time, at any place. The impacts
of cyberbullying can be long-lasting and leave people feeling scared,
anxious and lonely. Some of the more obvious signs that those
experiencing bullying behaviour might show include weight loss,
crying, mood changes, depression and regularly avoiding school. Other
symptoms, which might be less obvious to spot and would be difficult
to pick up on in isolation, may include changes in body language like
hunched shoulders, walking slower or an inability to make eye-contact.
In extreme cases, those experiencing bullying behaviour may have
unexplained marks or scars which could be evidence of self-harm.

ot 2 7]

®

USE CHILDREN AND YOUNG
PEOPLE AS A RESOURCE

Ensure you understand what is
influencing the behaviour of young
people in your community. If
schools know what their students
are engaging with, it can be easier
to develop and implement relevant
and effective tactics / strategies to
counter cyberbullying issues.

ENSURE ALL STAFF KNOW THEIR ROLES
AND RESPONSIBILITIES

All staff have a role to play in educating and supporting children who
are affected by cyberbullying, not just those responsible for
safeguarding or online safety. Regular training, continuous professional
development and clear school policies can help to empower staff in
effectively managing any cyberbullying issues and in providing a united
staff front on zero tolerance to all bullying behaviour.

For further support, advice or guidance to
support you students at school, or to sign
up to our FREE Anti-Bullying Ambassadors
training events, head to
www.antibullyingpro.com

www.nationalonlinesafety.com  Twitter - @natonlinesafety = Facebook - /NationalOnlineSafety = . .

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 13.11.2019




At National Online Safety, we believe in empowering parents, carers and trus ted adult s with the information to hdd an informed conver sationabout onli ne sa fety with their children, should they
feeol it is noeded. This guide focuses on one issu e of many which we believe trusted adults should be awar e of. Please visit www .na tional onlin es afet y. com for further guides, hints and tips for adults.

What Parents & Carers Need to Know about

Everyone has the right of ‘freedom of expression.’ This is the right to voice your opinions and share infformation and ideas with
others. Itisnot the right to say whatever you want. We all have a responsibility to use freedom of expression properly by not saying
things thatare ?“rossly offensive or threatening, or encouraging hateful activity, thereby undermining the rights of others. Both
online and offiine, hate speech targets those whoare different to the speaker in some way. Communication attacking or

discriminating against groups and individuals (because of characteristics like race or religion) is hate speech, not free speech.

A
~

What is Free Speech?

= ‘
individual is allowed to share —

Free speech is the principle that an
information, opinions and ideas without

What is Hate Speech?

Hate speech is any communication which

displays prejudice against someone’s

identity. it can be dercgcnory, demonising
e

fear of retaliation, censorship, or legal and dehumanising statements, threats,

consequences. Here's why free speech identity-based insults, offensive

is important ... name-calling and slurs. Some common
types of hate speech include ...

-~
The Human Rights Act states X Targeting people or groups
that everyone has the to Lt because of their race, gender
express themselves and Al or gender identity, sexuality,
hold their own opinions - even R nationality, religionora !
ifthose views are unpopular = disability. \ / |
and could offend others. |

E e 1 BEEE ™
Freedom of expression encourages Content which dehumanises
listening to others and allowing opposing individuals or groups based

views to be heard. it's important on those attributes, suchas

that we respect someone’s H referring negatively to them

mnbn, evenif wedisagree as animals, inanimate

it. or other non-human entities.

W

Any idea coukd potentially offend Calling for violence or

someone: Both Galileo and Darwin's hatred against certain
e or groups, and

originally incredibly = ’ Mi and glori

to many. Freely exchanging - 2 ' meseoncgtlom.g i)

ideas promotes progress. < qAA

_— 2 Ty o maE a8
The ability to challenge others’ views Claiming that specific

-and have ours challenged, ~ ‘ types of people are
too - is healthy, asithelpsus | ) physically, mentally or
criticism @@
gl

learn to deal with morally inferior, or even

and to think that they are criminals.
what we say and believe.

. == 2
It's a powerful topush for 9| Promoting the exclusion or
change. Mmymﬁgm- ' TOPI sogrogu't‘i?:ndoortoin

such as women being aliowed to A g of people, or

vote, or decent working conditions . minotion?uinst

- couldn't have been achieved (JU them, because of who they
without free speech. l are (e.g. their race or gender).

Y 's:-:-:-:—x-m:[u"‘-ﬂ PR :Ir \ ' '
Freedom of expression also y Making up or repeating insults
includes the right not to do it about a person or group i &3
some such as not standing because something about their
up or si for the national ‘ identity (forexam ,relw
some beliefsora MIF;,) is rent D‘
to the person who's posting.

For further information and reporting: National

Amn International

\ e
5 % 1 https: [/ www.amnesty.org/en/what-we-do/ freedom-of-expression/ onhne
;s"l.‘r P s .I, . n l, lJK I\:tu;&v m.mpon- it.org.uk/reporting _intemet_hate_crime S afetyo

hetpe] roportharmiuicontent comfziang=en #WakeUpWednesday
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AtNational Online Safety we believe in empowering parents, carers and educators with the information they need to hold an informed conversation about online
safety with their children, should they feel it is needed. Please visit nationalonlinesafety.com for further guides, hints and tips for adulits.
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What are fhey?
9, Video Streaming \
Apps & Sites

Video streaming apps and sites can allow
people to share activities and hobbies with
others in real time or watch their favourite
films and TV shows online. There are different
types of video streaming services. Twitch is
used for watching others play video games in
real time; you can watch YouTube live and
watch Netflix, Amazon Prime or Apple TV with
friends and family. Video streaming has
gained popularity in the last few years
because there is a sense of community when
watching with others and people can
comment on videos and ask questions in
real-time.
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K them towards private messaging:

& watching based onthe algorithms used.

VIDEO

STREAMING ~ I
APPS & SITES -

Know the Risks

Inappropriate videos

When watching onvideo streaming apps; itis
ifficulttofilterthe contentthatis outthere. For:
nstance, when achildiswatching a YouTube

eo, they will get recommendations for.other:
similar videos. The riskis evenhigher with videos:
which arelive, as children couldbe watching
inappropriate contentinireal time:

Chatting with strangers

Video streaming dpps or sitesincrease the risk of
children communicatingwith strangers online. For,
example, most YouTube videos allow usersto
comment on the video. Whilst childrenicould e’
watching somethingjinnocent, the comments
section can be used by groomers to try anddirect

Binge-watching

Children can easily fall into ‘binge-watching’ on
videostreaming apps which canimpdcton sleep,
mood and theirability toconcentrate on other
things.The autoglay function can make it difficult
tofindtime for abreak and often the recommend-
edcontentis similartowhat childreniare already:

d / Screen addiction

In addition to binge-watching, mostvideo
streaming apps are avdilable across dllidevices with
aninternet connection which can meaniincreased
screen time. Populardapps, suchiasNetflixand
Amazon Prime, have huge librdries of contentwhich

What you need to know about...
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Satety Tips

Ensure that children are at the right age to use the
app. Most video streaming apps require users to be at
least 13 years old. Be clear on what apps and sites
children can use. Encourage them to never participate
in online discussions that are offensive and never
interact with strangers or people they don't trust.

A\ J

Change privacy settings

Check the privacy setting of children’s app. Ensure
that for whichever app thtal are using, the settings
are set to private and disable comments if
applicable. Furthermore, set screen time
restrictions via the app or the device to limit
children’s use.

A

Implement parental controls ,l

Activate parental controls your child's devices and
apps. This will prevent them from accessin
content they shouldn’t. For instance, on Netflix,
create akids profile. This way the}/‘will only be able
to view videos q]ppro riate for their age group.
Likewise, use Youlube Kids over YouTube or apply
restrictions and turn off features suchas autoplay)

{-}
. Spend time on the app

Before allowing children to access a video
streaming app, spend some time browsing through
its content. Familiarise yourself with how it works,
what content is available and what your child wants

canmean hours of viewing time and potentidllyless
time spentonlearning, playingoutsideorinteraction
withfriends and family. J

towatch. Check-in regilularl and ask what they
enjoy watching and how it makes them feel.

J

Action & Support_ Our Expert

Parven Kaur

Report inappropriate content
If a child comes across inappropriate content or
something that makes them feeluncomfortable onan
app such as YouTube, you can report the content and the
person who has uploaded the content to the platform. If a

stranger is looking to engage with your child, block them

Parven Kaur is social media expert
\ and report them.

and digital media consultant who is
passionate about improving digital
literacy for parents and children.
She has extensive experience in the
social media arena and is the
founder of Kids N Clicks; a web
resource that helps parents and
children thrive in a digital world.

Adults can review the TV shows and films that have
been watched many video streaming apps. If a child
seems upset or shocked by something they have seen
or if you dre concerned about anything they’ve viewed,
try totalk to them about it and have an'open and honest
conversation to help understand any concerns.

Encouragde other activities

If youthink a child is spending too much time on a video
streaming ag , try to foster their interest in other
activities or hobbies away from their device. Encourage

them to get outdoors, play with friends, play board A\ A
\games or just simply spend more time together with you.

www.nationalonlinesafety.com Twitter- @natonlinesafety Facebook-/NationalOnlineSafety Instagram - @nationalonlinesafety
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At Natlonal Online Safety, we belleve in empowering parents, carers and trusted adults with the information to held an informed conversation about online safety with their children, should they feel
Itis needed. This gulde focuses on one platform of many which we belfieve trusted adults should be aware of, Please visit www.nationalonlinesalety.com for further guides, hints and tips for adults.

What Parents & Carers Ne,edstp_'Know about ¢
{

‘\Qrge in children consuming on-demand content as many families relaxed their screen-time rules. Netflixisp
diverse' range of programming caters for all age groups - so it’s important for parents to recognise the potentiall
risks of children using the service and the measures to help their child enjoy a safe streaming experience. =8

INAPPROPRIATE CONTENT HACKING ATTEMPTS .,

Notfiix rroducn and curates an With millions of users worldwide, Netfilx is

extensive catalogue of content that can often targeted by hackers who tr{ to

provide hours of entertainment. If the steal usernames and passwords to gain

share the same user account as an adult, access to ple’s accounts. If

this can potentially lead to children successful, they can then steal payment

accidentally viewing all manner of details or try to sell stolen personal data

inappropriate content, including nudity, on the dark web, providing other

mo ‘anity and extreme violence. This can criminals with a profitable opportunity.,
en easily on shared accounts, as Netflix also doesn't etovldo ~factor

Netflix cannot establish who's watching. authentication, making the hackers’ task

anem that little bit easler.

BINGE-WATCHING

Netflix allows users to view shows and
movies quickly and easily without
adverts or Intonugtlona, making
excessive screen time a concern.
Binge-watching has become

more common during the -
pandemic, due to Netflix's

regularly updated content and
algorithms which recommend ) K
content very similar to what's
previously been enjoyed. Marathon
viewing sesslons can lead to children
staying up too late, affecting their
mood and concentration the next day.

SCREEN ADDICTION )

From TVs and phones to consoles and
tablets, Netflix Is avallable on almost any
device with an internet connection -
making it extremely difficult to manage
children’s screen time. The service is now
adding games to its mobile app,

tempting users to spend even more time
on the platform. Screen addiction can
distract children from Important
activities like schoolwork and socialising,
and can impact their health by reducing

) Advice for Parents & Carers

CHECK MATURITY RATING

Netflix warns about content that

includes violence, sex, profanity and

nudity. These warnings form part of the

show or movie's ‘maturity rating’. mm@
Users can restrict age ngs to avoid

children viewing age-inappropriate content.

On their profile, open the Profile and Parental
Control settings and choose the mctumr level

for the shows and movies you want to al

= N | Netflix's Teleparty feature became
. popular during lockdown periods as it
/ / llows users from different hou Ids
$ 7 friends and relatives, for example) to
- synchronise when they watch content. It
| requires an access link to be sent to the

eople you wish to invite: the link,
owever, can also be distributed to
eople you don‘t know. A text chat
eature anu?ln interaction with the

a risk to childre|
stranger gains access to the
Teleparty.

KEEP ACCOUNTS SECURE

Netflix doesn‘t use two-factor

authentication, so a strong password is

vital. Your ¢hild’s Netflix password should

be unique (not one they've used elsewhere)
and a minimum of eight characters with a mix
of letters, numbers and bols, Emphasise not
to share their login details with anyone and
remind them to always log out after using the
app - so their account remains inaccessible,

CREATE A KIDS' PROFILE

Setting up a Netflix Kids experience

profile means your child can only

access content which is suitable for

children aaod up to 12 years. All other content
s aut cally blocked. This rating can be
further restricted via the child's pro“lo settings.
Setting up a Netflix Kids experience profile wi
help to prevent your child from viewing

even if their device is lost or stolen.

SETUPPROFILEPINS L

Netflix account holders can lock profiles uain?'g
four-digit PIN. Doing this can prevent your ch
from accessing the wrong account and viewing
content that isn‘t appropriate for their ogo. Try
setting a PIN for each account on your Netflix
app - ideally avoiding numbers that would be
easily guessed, such as dates of birth.
Remember not to share these PINs with anyone,
including family.

Meet Our Expert

%
SWITCH OFF AUTO-PLAY N

When a show or movie concludes, Netflix's
algorithms select content with similar themes
that it thinks your child will enjoy next. This new
content starts automatically after a 10-second
countdown. DImbnnR this auto-play feature
reduces the possibility of your child being shown
something inappropriate and provides a natural
break to help prevent them becoming too
immersed in Netflix.

ow. age-inappropriate content.

CHECK VIEWING HABITS

Netflix has tools which enable parents

and carers to monitor what their child

has been watching. Selecting '\ntwi.tna

Activity’ in each profile’s account settings
isplays a |ist of what content has been viewed
and when). This can reassure parents that

their child is watching age-appropriate content

and can open avenues for discussing your

child’s favourite shows and movies, and why

they like them.

National

Dr Claire Sutheriand is an online safety consuitant, educator and
ressarcher who has developed and implemented anti-bullying
and cyber safety policies for schools. She has written various
academic papers and carried out research for the Australian
government comparing internet use and sexting behaviour of
young people in the UK, USA and Australia,
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At National Ondine Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel itis needed. This guide focuses on one issue of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What Parents and Carers Need to Know about

OCIAL B2@TS

WHAT ARE SOCIAL BOTS?

R < Bots are computer-generated accounts which sit on social media, masquerading as humans.
" Whilemany are harmless or even have good intentions, others are designed to extort, sell
| products, spread propaganda or bully human users. Bots - short for ‘robots’, of course -~ are
often confused with state-funded troll accounts; the two can be difficult to tell apart.
However, if the results are the same, then both should be treated similarly.

SPOTTING THE SIGN
BEWARE PROLIFIC

KNOW 'R

Forewarned is forearme
aren’t that familia ith

many peop
internet
ling. Random
e

iceb c

ackground checl

Nt tha oph
ccounts which ¢

o h are d q d p o tro o i Y e
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Meet Qur Expert

Alan Martin is an experienced technology journalist and the
former deputy editor of technology and intemnet culture website
Alphr. Now freelance, he has contributed articles to publications
including the New Statesman, CNET, the Evening Standard
Wired, Rock Paper Shotgun, Gizmodo, Pocket Gamer, Stuff, T3, PC
Pro, Macworld, TechRadar and Trusted Reviews
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How to Set up

PARENTAL CONTROLS"’

for , \

"b APPSTTULLL L B
Android Phone "\""\“ 9

On Android phones, restricting access to particular apps usually requires going onto Google Play. Fromithere; its fairly easyito
navigate your way through the settings to manage the parental controls and authentications relating to any appsion the device. These
features can prevent your child from downloading or buying anything unsuitable for their age. Updated versions of apps or games
that your child has already installed may occasionally contain something inappropriate, so we've explained how to stop those; too.

Parental controls
Parental controls are on

sa conlenl resmmnns
S4¢ 8 re8Miction for #ach type of content Auto Update Apps

Kumail@NOS
Apps & games O Over any network

Josd Data charges may apply Mdahade Settings
Movies ~ o ) g
Allow all, including uncatod C ) Over Wi-Fi only

w @ Don’t auto-update apps

Nlow all nc rated

Location - Updated 3 min ago

Books

Allow all

Music

\L‘ How to Block App Downloads ‘\‘l, X How to Stop t, % Restricting Apps Through @

(This Also Disables In-app Purchases): xJ Auto-updates Google Family Link

(“2 Open Google Play Store ?. Q Open Google Play Store Open Google Play Family Link
; for parents
Tap the profile icon in the 3 % Top the profile icon in the a2 J

top right ) Tap the three horizontal lines in
) = the top left
p Settings

Tap Settings .
N\ Select your child’s account
Scroll down to the Family section 9 Tap Auto-Update Apps 2y
: 9 Tap Manage

and tap Parental controls
(t Select ‘Don’t auto-update apps’ )

\
Toggle ‘Parental controls are off’ ) FF i than tom Done - (?
to ‘Parental controls are on’ onD P 7 Tap Controls on Google Play :vn

6‘
Create a PIN and tap OK A % Tap Apps & Games

Confirm your PIN and tap / O @ (( :::thecge limit you wish

OK again

-

Tap Apps & Games )

Set the age limit you wish to set @ National

NOS
Tap Save to apply your changes \‘] \ 7 On“ne ®
Safety

www.nationalonlinesafety.com

@ www.nationalonlinesafety.com , @natonlinesafety n [NationalOnlineSafety gcwncltionu}ominesafety
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ing parents, carers and trusted adults with the srmation to inforry rsatiol out online safety with their children, should they

any which we believe truste re of. Plea twww nlinesc om for further guide ;r nts and tips for ac

|.t°3t6pNTRo LS g

Wil lm? apps already available: Mail, FaceTime and Safari, for example.
Whichiapps and features appear on your child’s device and which ones don't.

res in'Game Centre to enhance your child's safety and'privacy when

< Settings Game Center

GAME INVITES

Location Services ; a Oscar’s iPhone

§) comecs Allow Invites
Sh7m
"= Calendars Nearby Players C)

Social Networ
Reminders Allow friends to invite you to play games. ABIsY n
Allow nearby Game Center players to find
| and invite you to mutiple games over
By WiFi of Bluetaoth Bownteme
Bluetooth Sharing | 0:01PM - 903 PM
GAME CENTER PROFILE

=iy ’ B ricroprone i |
e Oscar@NOS a8 552 Ve Seris ok abie

c Speach Recogntion

. Camera FRIEND RECOMMENDATIONS

N Content & Privacy Restrictions |
® Health Contacts C’ i
€1 Homekit
J1 Madia & Apple Music Change Scroen Time Passcode

B3 Motion & Fitness

@ How to Restrict » How to Restrict m How to Restrict iTunes .4
Built-in Apps/Features Game Centre & App Store Purchases

Open Settings oy Q Open Settings ) @ Open Settings
dp ":

2
Tap Screen Time Tap Screen Time

Tap Screen Time
>

3
Tap Content & Privacy e ? Tap Content & Privacy e ? Tap Content & Privacy

Restrictions Restrictions Restrictions

need to toggle this to ‘on’ at @. may need to switch the toggle Purchases

the top) ) at the top to the ‘on’ position

Tap Allowed Apps (you may 3 4 Tap Content Restrictions (you h ? Tap iTunes & App Store

5
5 Select Allow or Don'‘t Allow for ﬁh

Enable or disable the apps you Scroll down to Game Centre eachfeature (youcanailso goFF
wish to appear(or disappear) lock these settings with a gﬁ;’"

on your child’s device f;i : password) )ﬂ
- Choose between Allow, Don't m&ﬂ

Allow, or Allow with Friends N C]ti onda |

‘ Only in the settings for each
= feature : S/ Online
* Safety
n www.nationalonlinesafety.com
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At National Online Safety, we believe in empowering parents, carers ond trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one issue of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What Parents and Carers Need to Know about

APPLE GUIDED ACCES

iPhones and iPads don’t offer separate user accounts. So when you hand your Apple device to a child to play a game or watch a
video, you're also handing them access to your emall, the web, messaging and numerous other apps through which they could
accidentally do something regrettable.

Apple Guided Access solves this potential problem by letting you restrict the iPhone or iPad to one particular app whenever your
child uses the device. If they try and leave that o[ﬂa, they will be asked for a password or Face ID, meaning the
anything they shouldn’t elsewhere on the device. He

Y can't access
re, we show you how to find and set up the Guided Access feature, so you
can confidently let your child borrow your iPhone or iPad.

Step3 ™ | Step ™ S

B EEERE a0
Yaton 1o gun Guldes optansueh a5

5 you decide tc

vhat fi " ' 7 on Guided Acces: to w

0 You can also an

he length of ts
o cling onthe d : :1 Iﬁ
’\:\?;{ 0 . :“A ‘.-".'l‘:%j' 0 0

» : : : of nobody touc

Stepl : | Step
When you need to start a
Guided Access session, open ™
the app your child wishes to
use and then press the
home/power button or side

button on your device three
times In quick

N Step2 @ &

o\ MO\

&4

-
6 ° You can now select parts of the 4 When everything is set u| N
? screen that you'd like tg?ock. i how you wemnﬂ click Start.
your child’s reading on your
ﬁ Kindle app, for example, Kou
6 that
”

oo\ s
id disable the | 4 3 u the home button to
 “Bagareneman: A Step Step press

th ¢« exit, as usual, it will do
- so the
ot stmbe G erosz The Options menu in Other options in this nothing.

th: ight menu let you control
books writtenfor " giiows you to set access tovumw such
o an adult 7 time limit for the as the volume. So if your
audience. session. Use the " child's listening to music,
scrollable menu to ou could lock the volume
specify the time limit in uttons (onceit's settoa
) minutes or hours. suitable $0 they can't
o damage their hearing by
- playing it too loud.
N \ N
"

Meet Our Expert

Barry Collins has been a techn y journalist and editor for
more than 20 years, working for titles such as the Sunday Times,
Which?, PC Pro and Computeroctive. He's appeared regularly as
atechno pundit on television and radio, including on
Newsnight, Radio 5 Live and the ITV News at Ten. He has two
children and has writes regularly about internet safety issues.
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SOURCES: hitps//support.oppie com/en-gb/HT202612
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At National Ondine Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel itis neoded. This guide focuses on one game of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for aduits.

What Parents Need to Know about

PSKEMSN G2

Pokémon GO has been among the world's most popular mobile games since its spectacular release in 2016. It’
recently erg'oyed a resurgence, thanks partly to people combining entertainment and exercise during lockdowns
Pokémon GO - like the Pokémon TV show, trading card series and other video games - players capture, train g
battle with their Pokémon creatures: physically exploring locations while usinﬁ augmented reality via their phone's =
screen. The game generally provides a positive experience, but there are still some safety concerns to consider

[
o

ENVIRONMENTAL HAZARDS VISIBLE PROFILES & LOCATION ¥

Pokémon GO ro%uiros layers to visit ‘ ) - Pokémon Gosloyors can add each other as
in-game landmarks like Pokéstops and ) ‘friends’ in the game by sharing their trainer
Gyms. These are often situated at public " codes. Two trainers who do this can then
real-world locations such as churches or < g & view each other’s information, such as their
ost offices, Sometimes, however, they can ' e username. If a username gives any clues to
nadvertently end u ng placed in the player’'s real name or personal details, a
dangerous areas which are unsuitable for stranger may then be able to look them up
children, even when accompanied by an online. The game also lets users upload
adult: near a construction site or a main ! ; . images to social media, which could publicly

road, for example. : J ] ) disclose a child’s exact location.
: Cimdn
E s ’ V.T |
STRANGERS & MEETING OFFLIN IN-GAME PURCHASES Vi

Players often cooperate with friends in the
angouts. As well as sharing tips and info, The game uses a currency called Pok(é:oins, .;ﬂ

ame, and there are many online discussion :
these groups may arrange to meet offline to ¢ which can be bought for real money (i .~
catch okb’v’non oyr attend raids (communal - bundles between 20.79 and £99.99Yund X s"
events where players flock to the same exchanged for in-game items such as )
real-world place for a mass battle). ! .+ Pokéballs and berries. It's extremely easy for ;
This can put children at risk of being ) o ’ a child to ?uschase Pokécoins (even ;
messaged and invited to meet - - - . accidentally) if there's a pu‘mont method

br strangers under the pretence / . i S .~ connected to their mobile phone - and

o

talking about the game. : \”",‘}' | ?::'ﬂ?rl‘)érl?fk up a sizeable bill without

patA couection &9,

When a Rluyr logs into their
Pokémon GO account, the game l‘
collects personal data about the user \
and thelir device. Locations, emails, names,
ages and even camera images can all be
accessed. What then happens to this
information is open to debate. Niantic, the
ame’s de s, maintain that they do
ot sell user information to third parties —
but the fact that they have itat all is a
¥ concern, nonetheless.

B EENSRC

o\ > Advice for Pats & Cargrs

Finding and catching Poké with young - Remind your child of the physical One of Pokémon GO's benefits is that it

o

ones could turn into a great mutual dangers they could face while catching | encourages young (and not-so-young!)
hobby. At 25 years old,’it's one of the et Pokémon and emphasise staying aware ones to get exercise outdoors. Some parts
few games franchises that spans 2 of their surroundings. The game will often ) of the game can be completed from home,
enerations. Enjoying the game alert children (through their phone) when they butit's best experienced while walking
ether will give you glonty of new are close to an interesting Pokémon item - = round your local area, Certain tasks
?s to talk about with your child - usually sondin? them excitedly rushing off to find it = ?Ilko visiting Pokéstops) can be
f you played Pokémon in your own - s0 they should never play Pokémon GO near busy repeated every day - and an hour
childhood, you miPM 'mlpfess hem with roads or in places they don’'t know well, outside having fun catching Pokémon
your knowledge of the digital critters! will hardly feel like exercise at all!

If children use an older phone to play Pokémon GO, then they ¥ Ensure your child knows where they are (and aren't) allowed tof?o \
e

n the
get broken or stolen. Parents are also far less Iikolx to have left a can play the game. Talk to other young Pokémon GO fans’ parents o L
credit card linked to the old mobile. It also means that you can limit carers to see what boundaries they sef for their children. Lunchtimes (if
the amount of information used to set up an account, and what allowed by the school) or after school are ideal times for getting some

les w ain to your data can do with it. exercise and catching all those Pokémon!

won't be walking around with their own new device, which could searching for Pokémon, when they have to be home, and how o

comp

.
Meet Our Expert National
-

Mark Foster ha wod in the gaming industry for several years o l

as a writer, editor and presenter. H he gaming editor of two the ¢ n lne

bi aming news sites in the world: UNILAD Gaming and ®
sAMINGDible. Having started gaming at a young age with his . a ety
siblings, hehas a on for understanding how games and tech

o make them safe and fun #wakeupwedr.esda9
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel itis needed. This guide focuses on one game of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What Parents and Carers Need to know About.. il

ROCKET LEAGUE &

Rocket.League is a free-to-play multiplayer vehicle football %ame. It was developed by Psyonix, now part of the
Epic Games family (which also includes Fortnite and Gears of War). Rocket League is essentially a football game
whege, instead of running, the players drive rocket-powered cars. The game was a surprise hit that took the
wﬁq /ba stor en it ficst released in 2015. Rocket League is available for the Xbox One, Xbox Series X,

). layStation 4 & PlayStation 5, Nintendo Switch, Windows PC, MacOS and Linux.

Interactions

( Fiercely Competitive |\~ Unsuitable Online @

Community

Competitive gaming isn't necessarily
bad. However, playing purely to win
(as opposed to simply having fun) can
result in aggressive behaviour among
some players if they're not successful
in the game. Certain people can
become hostile or "toxic” towards
other players. Continually seeing this
behaviour can cause children to think
it is acceptable and lead to anger

issues while playing. :

Grinding and
Increased Screen-time

Features like the Rocket Pass and the
ranking system can make Rocket
League a grinding-focused game. This
means players need to spend a lot of
time on the game to progress through
levels and collect rewards. Grinding
encourages regular long gaming
sessions for players seeking to climb
the rankings (meaning increased
screen time) but it doesn't always

(esuk in making much headway. J “

A video game'’s age rating cannot
take player-generated elements into
account. Rocket League is rated PEGI
3, but its online features mean that
appropriateness can‘t be guaranteed.
Audio and text chat, player
usernames, player-to-player trades
and other user-created content may
not be suitable for young players. The
game is moderated, but catching
everything can be difficult.

Scams and
Bad Trades

Player-to-player trading is common
in Rocket League. The game has lots of
cosmetic items to collect, and some
can be very valuable. Players can
trade items among themselves, but
younger gamers are not always the
best judges of what constitutes afair
deal. This can lead to them being
swindled in trades - or to children
signing up to illegitimate trading
websites, where they then get
scammed.

In-App Purchasing

Free-to-play games (so called because they don't cost anything to download) like this depend on players making in-game purchases to turn a profit. Rocket League's in-game
currency, called credits, are used to buy items in the game. Credits can be earned by playing the game or can be bought with real money - which could prove expensive if a child

lets their love of the game and desire to progress get the better of them.

(Use Parental Controls

Psyonix has added some safety measures into the game.

The text and voice chat can be disabled, for example, limiting
contact from strangers. However, it's not currently possible to
block contact from other players about trades. It's a good ideaq,
then, to talk with your child about the possibility of scams and
bad trades either before they download the game or early in
their Rocket League ‘career’.

(Monitor Gaming Time

It's impractical to sit and watch your child every time they play
Rocket League. Keeping an eye on their gaming hours is
crucial, however: it's easy to lose track of time while playing
(even for adults), so “"one more game” can soon tum into ten
more games. Helping your child to balance their gaming time
with their homework, chores and other activities is a life lesson
in time management.

Meet Our Expert

Clare Godwin (a.k.a. Lunawolf) has worked as an editor and journalist in the gaming industry
since 2015, providing websites with event coverage, reviews and gaming guides. Sheis the
owner of Lunawolf Gaming and is currently working on various gaming-related projects
including game development and writing non-fiction books. With experience in esports and
content creation, Clare has seen the benefits and drawbacks of all aspects of gaming.

—

8

e
Stay Aware of Spending

o9
Free-to-play games can become money sinks without
children realising. For peace of mind, make sure you don't have
any payment methods attached to your child’s gaming
account to avoid accidental purchases. Rocket League credits

can be eamed through gameplay or bought with real money:
encourage your child to use their earned credits first before

they ask you to top them up.
a4

29

Encourage Regular Breaks

Sitting in the same position all day while gaming isn't healthy,
but it is an easy habit to fall into. A short break every hour or
half hour is important. It allows players to rest their eyes,
brains, hands and arms. Learning the value of an occasional
break from any activity is good practice for the future.
Encouraging your child to rehydrate regularly can also help to
lower any rising competitive tempers! )

1 National

Online

Safety’
HWakeUpWednesday

SOURCES: h(tps://support.rocketleugue.com/hc/en—us/crticles/3600|56]3074, https://support.rocketleague.com/hc/en-us/articles/360053542814- Parental-Controls,
https;//support.rocketleague.com/hc/en-us/articles/360039907693- How-can-I-protect-my-child-from-online-interactions-, https;//theglobalgaming.com/rocket-league/credit-system-free/
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| SCDCIAL MEDIA

On any social media platform, you'll often come across links to genuine-looking websites. They might include an exclusive offer For

one of your favourite shops or invite you to complete a quiz in return for a particular reward. In some cases, clicking on these links _\-
takes you to a fake website where you are asked to provide your personal details. The whole enterprise is a ploy to capture sensitive |\
details, such as your email address and password, which the scammers then exploit at your expense. ‘

[l

Clickjacking for fake rewards

At National Online Safoty, we bolieve in empowering parents,
fool it Is necded. This guide focuses on one issue of many which we believe trusted adults

-

re, the attacker tries to lure you into 4 ~ Most quizzes on social media seem

cﬁdchgalikbyofh eomethhg o harmiess, but many come with hidden
return, such as a free giftf tha threats. When you submit your answers,
survey. However, whmmehkhdc it 4 ‘re also agreeing to terms and conditions
wlxu{hr?;cbnﬂndmd\gaftv‘alrﬂbomm
81 tinclu names,
oddtouo 8 b numbers and email
addresses. Scammers coulduse these to

your other accounts or simply sell
your data to other criminals.

‘ 1 I;f_
Malicious app downloads

Untrustworthy URLs

somacyben:rimindsdee software that | | It's comman on soclal media for URLsin
appears genuine or hel is normally | postawbed\orwned(wmectmlmrs
free) but beencr m steal your 5 — ctuoctueomt.forhsmnoe)
personal information. There may bea seem harmiess, butit

pop-up adencou: ulodowliood attack for scammersw
andinstall the app. disguising a malicious link as
dowriooded.theottmlercwr aaeun/ 1 These links caninstall moiwcnonthe

sonal credentials youenter and could victim's device, which could lead to

use thisinfor nfor their own gain. y ' posmtdabehgmlmora«m be the

. precursar to ransomware attacks.

L) o — ]

| Angler phishing scams

i A )

‘Payment First’ scams

mD ,these Using a fake corporate socia media

spre since it account, the scammer pretends to be from

mamwmpooefeotunAmerlsts customer services. When someone
anitemfor sale and requests payment up E complains about customer service on
frant. Most anline stores work this way, but social media, the fake account messages
the crucial difference is that scammers ask thsmcsld for their name, phone number
fapaynmtwa‘ml’olfﬂmthmhnﬂy thwueerpmvidesﬂwlslrto.mey

es. This means can't aedbechadtoohkembshawtm
diq.)uhthepaymencmem — enter their login details. The attacker can
your money, and you never receive the item. \ then steal their credentials orinfect their

- —L _|l device with malware.

= a ) |
“ “‘ dvice For Parentsf& Carer's .l .~

Set strong passuords

oz National
Meet Our Expert
Formed in 2016, KryptoKloungrovndes cyber security and resilience onllne
solutions to its customers. h offices in the UK, thé company /
offers managed service operational pockoafs including cyber safety

security monitoring and testing, risk audi reat intelligence and
hhsbyplien il #WakeUpWednesdag
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AtNational Online Safoty, we believe inempowering parents, carers and tr usted adults with the i nformation to hold aninformed conversation about online s afoty with their childron, should thoy
fodl it isn coded. Thisguide focusoson ane issue of many whichwe balieve trus ted adults should bo awar o of. Ploase visit www .nationalonfine safety.com far further gul des, hints and tips for adults

What parents & Carers Need o Know about:

Email scams are when you receive amail fromsomeone purporting to be a genuine person or company, but is actually anonline fraudster trying to
trick you into disclosing personal information. This is often referred to as ‘phishing’. Normally, people click on the links in an email assuming that they
will be directed to a trustworthy website ~ but fake sites, closely resembling the real thing, are increasingly being set up by cyber criminals specifically
to capture your personal information, which could in turn jeopardise your financial, emotional and possibly even physical wellbeing.

—

Financial Damage

Some scam emails canappear to be from e G gt aas v One of the primary consequences for victims of
companies that you know and use. For ) & =) . anemail scam is the financial cost If youdo
you could receive an authentic-looking g . ‘ - click on a scam email and disclose any personal
dﬁmﬂhmmmta y p . infarmation, it can then be usedto take money
payment m Instead of reacting tothe \ ’ from ts belanging to
email and disclosing personal information like %
bank details, it's wise to call the compan
directly on a trusted number to confirm if there
are any account issues.

Identity Theft ' ' fl Mijacked Accounts

Ancther significant risk is falling victim to Amr\dﬂ\oceautoyou accounts could
identity theft. if a scammer toacquire Ioggodhayou-dmyyou
would ’ \on lthcy\wnbm password, it
d ~inmost cases - notallow you
further access. Evenfor accounts withlittle orno
ﬁmldvd.nunodnd,ﬂeoddboh:gdy

incorwenient could permanently lose data
a\dﬂuMyy:uuMdlmmdu considerabl:
amountoftimein

Personal Safety

particularly Ancther danger of scam emadilsis that, inextreme
emailsisthat some links, when clicked on, could
resultin ous viruses or maware
dowrloodadyou &ﬂ\beodbd*‘g
enable valuable

Never input any personal informationinto websites that N youare unfamiliar with the sender, it's safest to simply Pay close attention to any spelling mistakes or

you are unfamiliar with. if you were redirected ontoa not open anemail. When an email makes you wary, mark grammatical errors. Many scam emails can be spotted this
certain page by clicking alinkinan email, entering your itas junk (to reduce the chance of any recurring issues) way, as they often tend to contain these types of mistakes.
persona details could then give away your location or andthendelete it. Awareness of phishingis the primary Make sure your child knows that ifthey do spot this sort of
other key information to the scammer. This could then method of defence against malicious emails. Once tell-tale error andis not sure who the email came from, it'sa
put you in physical danger as the cyber criminals would someone knows how to identify and deal with scam good idea to either delete the email or report itto atrusted
know exactly where to find and approach you. emails, they are far less likely to fall prey to them in future. adult to prevent any possible future harm.

-7
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if you or your child wish to visit a particular website, it's safest to avoid clickingon alink in if you or your child ever see any files as attachments on emails that you are uncertain
anemail to take you there. Instead, find the site through your search engine or manually about, do not download them oreven click onthem: this couldresult in your systems

type the address into your browser. This significantly reduces the possibility of being being infiltrated. If your devices at hame do not already have anti-virus software, you
redirected to a bogus website where fraudsters could capture your personal information shouldinstall some and ensure it is regularly updated. This will help youto detect and
after you enter it remove any dangerous files as soonas possible.

) . Jy | { | {
Meet Qur Expert =t National
Formedin 2016, KryptoKloud provides cyber security andresilience solutions to “ ' \—*7 ~—Od||ne~—L =~

its customers. With officesin the UK, the com pany offers managed service scTe L] /.
operationd packages including cyber security monitoring ond testing, risk A -y

audit, threatintelligence and incident response. 553
i i s AL <o | #WakeUpWednesday
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10 Top Tips for ... &

" KEEPIN "

We allwant to continue being informed and inspired by the ever-expanding capabilities of the internet. But we also need to be able to
safeguard ourselves againstthe growing amount of online hazards. Knowing what is fact, understanding what dangers exist and taking
appropriate steps can go along way towards protecting yourself and your family. National Online Safety has collaborated with the Yorkshire

and Humber Regional Cyber Crime Unitto compile 10 pointers to help you keep your children safe from cyber crime.

are un dmass emails aski

ive nkosmotion (g ueermomes, passwords,
bank details) or encouraging recipients to visit afake
website. It's safest to learn the warning signs of phishing
and increase your child's awareness. Too goodto be
true? Spelling or punctuation errors? Odd sense of
m::edmdﬂogsoomdid(mMG
fallow if you‘re unsure, contact the officia
company direc tly anline to enquire further.

Weak passwords make it faster and easier for
someone to access to your online accounts or
get control of your device - giving them a route to
your persanal infarmation For a strong password,
national guidance recommends using three random
bottlegaragepylans). Consider paying for
yourchild to accessa word T
Encour them to have a separate passwaord for
their email account Ensure the whale family uses
two-factor authentication where possible.

5. Back up Your Data

Some cyberattacks can lead to the theft or deletion
oﬂnrommt (ond possibly sensitive) data or lossof
files (like photos and videos) that can’t be replaced.
Backing uprourdam tothe cloud - or to another
device ~ will help prevent data loss if you ever
becaome the victim of a cyber attack. Where possible,
set your child's devices to back up automatically.
Also encourage them to back up their data priar to
installing any updates.

7. Take Care When Chatting

Criminals may look to manipulate others online
and coerce them into using theirtalents or cyber
skills for unethical means. Try to get your child to
be open about who they are talking to online.
Communication tools such as Discord are
popular amang gamers ~ butbe cautious of the
other people using them, and ensure you know
who yourchildis chatting with.

9. Understand Their Motivations

Those beinginfluenced online to use their skills
unethically may display certain key warning signs.
Sudden evidence of new~found weaith (unexplained
new clothes or devices, for example), secrecy around
their anline behaviour or boasting of new

- fr are all causes for concern. if in doubt,

=% referthrough to your regional cyber crime team.

P22
Iz

Produced in Partnership with

The Yorkshire & Humber Regional Cyber
Crime Unit (vmccu} warks withthe Nationd
Crime Agency (NCA) andother partners, in
the UK and abroad, to investigate and prevent
the most serious cyber crime offences.

Sk

o f

2. Don't Over-Share

is your child sharing too much on social media? Do
they post things about their private life, upload
images of your home, or discuss their friendships
and relationships online? Criminals will gatherthis
information and may try to use it foridentity theft
orother offences such as froud. To combat this,
ensure your child’s privacy settings mean theyare
only sharing information with family and close
friends. Use parental controls where appropriate.

4 Stay Updated

People often put off installing updates to apps or
software becouse they don‘t feel it's necessary, it
can be time consuming, orcould couse problems
with programmes they rely on. Butupdates help
protect users from recently discovered
wulnerabilities to malware. You can usually set
them to run automatically -~ encourage your child
to select this option. Ensure updates are installed
as soon as possible after you‘re notified they‘re
available.

6. BeWary of Public WiFi

Free public WiFl is commonplace - butit's oftennot
secure and sends unencrypteddata via the network.
A hacker onthe same netwark could access personal
data (like financial information) without youeven
realising they'd done so. To avaid ﬂ\is.msno
your child thatthey use their3Gor 46 edata
whenthey re out and about, rather than free WiF.
Consider purchasinga VPN (Virtual Private Netwark)
where possible.

8 Recognise Warning Signs 0

Often, budding cyber experts will relish the challenge
of testing themselves orearning r jonfrom
ms for their exploits. Even principled ‘white~hat’

ers will look to test their skills online. If you think
your child is interested in hacking, try to understand
what their motivation is. You d encourage their
midﬂpuﬁm in ethical competitions such as bug

es.
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10. Know the Consequences Tl
Many young people may feel that hacking is
essentially alight-hearted prank, and not
£ especially serious. So make sure your childis
aware of the implications of a conviction under
T '@ theComputer Misuse Act - not only the possibility
" R
27T e<

<] of acriminal record, but also lifelong travel
e = @ restrictions and damage to their future career or
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed mnvorstﬁon |bout odino nfatywlﬂl their children, should they feel it is

needed. This guide focuses on one topic of many which we believe trusted adults should be aware of. Please visit

for further guides, hints and tips for adults.
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It's safest to stick with well-known, reputable
retailers. If a site doesn’t look professional, or has
weird pop-up ads, it's best to steer clear — no
matter how tempting their prices. If something
seems too good to be true, it probably is!
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When shopping around online, you'll often need
to set up an account when buying from a site for
the first time. Choose a different password for
each: the longer, the better. It's best practice to
mix upper- and lower-case letters, symbols and
numbers.
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Before you shop, check that your browser and
any anti-virus software are up to date. Updates
often contain improvements to your device's
security. You could also consider using
intermediary services like PayPal, Apple Pay or
Google Pay, which offer advanced protection.
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When you're buying online, look for a padlock icon
near the address bar - or check if the URL includes
“https” or “shttp”. The extra ‘s’ or the padlock
mean you can rest easy: you're sending your card
details and personal info via a secure channel.

SOURCES:

https:/ /[www.statista.com/topics/871/online-shopping/
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When you register with them, online retailers
clearly need some essential info (nume, address,
payment details, etc), usually marked by an
asterisk. Anything else is for marketing purposes
or possibly to sell your data. So don‘t feel
pressured into giving those details out.
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Retailers regularly send out emails to publicise
their latest deals. Hackers often try to use this
traffic as camouflage; look out for emails with
poor grammar, suspicious reply addresses and
pixelated images - they're all signs of an
attempt to ‘phish’ your personal details.

READ THE
REVIEWS

We've all bought something which sounded
amazing online, only for it to be far less impressive
when it actually arrived. Take time to read other
buyers’ views on an item — and think twice about
anything that only has a small number of
comments aboutit.
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Take note of details like a seller's returns policy.
It's easy to shop impulsively when you're online
and then be stuck with unwanted items because
of a very small window for returning goods. Also
check delivery estimates if you're buying fora
specific date (like a birthday).
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When you are on the high street, don’t use public
WiFi to buy things online. It might seem
super-efficient to shop on your phone while you're
queuing or taking a break — but the WiFiin
shopping centres or coffee shops isn't secure.
Using 3G or 4G will be slower, butit's safer.

Before going online, make a list of what
you're inthe market for — and stick to it.
Because you're not physically putting items
in a bag that you then have to carry, it's easy
to lose track of how much you've bought
and end up with a massive over-spend by
the time you log off.
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